As published Sundays in The Gainesville Sun
November 29, 2009 – Shopping Online While at Work
Q:  I normally do lots of holiday shopping online, and find the most convenient time to be while I’m at the office –away from family- during my lunch hour.  My friend says that I shouldn’t, but I can get more shopping done online in 10 minutes than in 1 hour (or more) driving to the mall, standing in line and fighting traffic to get back.  I’m off the clock, so what’s the harm? 

A:  Potentially, the harm could be great if you unknowingly expose the company’s network and data to security risks. The potential danger of shopping online is that it opens the door to viruses, spam and phishing attacks that invade the workplace and could cost companies dearly, if corporate data were compromised or destroyed.  
Many people turn to the Internet starting with Cyber Monday, which is considered the official kickoff to the online holiday shopping season and follows Black Friday, the day after Thanksgiving.   Whether at home or at work, the convenience you describe and the ability to compare prices and find bargains without leaving your chair is hard to top.   Unfortunately for employers much of that will be done while at work.  

According to a new study from the National Retail Federation* "this year, 53.5 percent of workers with Internet access, or 68.8 million people, will shop for holiday gifts from work". That number is higher (73.8 percent) for Millenials 18-24; and men (yes, men for a change) are more likely to shop from work than women (56.3 compared to 50.8 percent).
If your employer allows online shopping from work, yet hasn’t educated you on computer safety, you should be proactive and take certain precautions:

· Don’t use the company e-mail address as the contact for a purchase since it can expose the network to risk
· Don’t allow sites to save your username or password
· Delete cookies from the computer after shopping
Unfortunately, not all employees are as responsible as you and willing to take protective measures and restrict shopping to their lunch hour.   Therefore, employers should be concerned about the loss of employee productivity, and take steps to avoid threats posed by online shopping. 

*See Shop.org
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