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March 1, 2009 – Identity Theft Protection 
Q:  We keep hearing about data breach incidents where personal information held by large companies has been compromised.  As a small business, how concerned should I be about protecting employee information?
A: For hackers and cyber-thieves small business may not be as common a target as large institutions, but it doesn’t mean you can dismiss worries about data safety.
Existing laws require employers to “provide reasonable security” for personal information. Otherwise, employers can be subjected to liability from government enforcement agencies as well as civil action from employees. So it’s important that steps be taken to safeguard employee information.

For small business, the major risks may not come from hackers but more likely from employee carelessness or lack of training; lost or stolen laptops; third-party providers, contractors or visitors; and possibly disgruntled or dishonest staff.

We may not think of it this way, but each piece of personal information is a valuable commodity coveted by thieves for different purposes.

Social security numbers, birth dates, home addresses, bank account numbers can be used to deplete existing accounts; to obtain and “max-out” credit cards destroying the victim’s credit.

Social security cards can also be used by a convicted criminal to pass a background check and land a job, then reporting income under the victim’s name.

Driver’s license information can be used to acquire a new driver’s license in the victim’s name; then claim the victim’s identity during a traffic stop. 

Stolen health insurance cards can be sold to buyers who use them to access health care. 

So what is a responsible employer to do?  

Have a written plan:  “Provide reasonable security” for employee information. Train staff. Follow the plan. 

Minimize: Keep must-have information only.

Lock or password protect data: allow access on a need-to-know basis. 

Dispose: Know when to promptly and safely destroy data and records.

Plan for the worst: Know steps to take if a breach occurs.  

Showing that you took reasonable steps will go a long way toward defending possible legal actions.   For business and individuals I highly recommend the Federal Trade Commission website --ftc.gov/idtheft-- for reporting identity theft and reading about prevention. 







