As published Sundays in The Gainesville Sun
March 29, 2009 – Camera Phones Risky at Work
Q: At a recent get together after work, a group of us went to a local eatery and, after a few beers; someone started singing - quite well.  This prompted co-workers to use their ubiquitous camera cell phones to capture the charming moment on grainy video.  Which got me thinking about how easily pictures or videos could end up on the Web.  What if this were a company event?  What are the ramifications of almost everyone having camera phones in the workplace?
A:   There are many.  This topic received attention last September when the AP/Chicago Sun-Times reported that two employees from the University of New Mexico Hospital were fired for using their camera phones to take photographs --close-ups of injuries-- of patients receiving treatment and then posting them on their MySpace page.  

This case dealt with patient privacy, but it illustrates how easily things can go wrong.  

When most employees have a camera phone which can be misused, employers have to consider risks to employee and customer privacy, possible sexual harassment claims, and safety of company data.  

Harassment - Some disturbing examples such as taking a suggestive picture of a co-worker and e-mailing it to friends; taking photos in a restroom or changing area;  “upskirting” or “downblousing” photos that  could be posted on the Internet; can all lead to sexual harassment or hostile work environment claims, especially if the pictures were taken during company time. 

Data Security - Camera phones may also risk the security of confidential company information particularly if the employee has access to client lists, pricing lists, or access to restricted areas of the building where employees could photograph or record  proprietary aspects of the manufacturing process, a laboratory or research facility. 

Policies - Have an enforceable financial and ethical code of conduct policy in place as well as a strong anti-harassment policy.  Clearly state that camera phones may not be used at work unless specified.  . Have reminders, particularly in areas where you need more protection, such as laboratories or bathrooms. 

Today’s phones are yesterday’s phones “on steroids.” So be proactive. You can’t ban technology, but you can regulate how it is used at work. ________________________________________________________________________ Eva Del Rio is a human resources professional, consultant and   20-year member of the Society for Human Resources Management.  E-mail questions to AskEva@hrproondemand.com






